THE JOINT STAFF
WASHINGTON, D.C.

Action No. J-7A 00291-00
Date: 6/29/00

MEMORANDUM FOR:
F ACTION OFFICERS

" PLANNERS (SERVICES)/DIVISIONS CHIEFS (OTHERS)

USA DAMO-SSP USAF DL
USN N512 UsSMC PLN-13
J-1 J-2

J-3 J-4

J-5 J-6

J-7 J-8

LC CENTCOM CCJ5-0
PACOM J38 EUCOM ECJ5-S
TRANSCOM TCJ5-SR JFCOM JW126
SOUTHCOM SCJ5-PC STRATCOM J512
SOCOM SOOP-PJ-D SPACECOM SPJ5X
NORAD J5PX USCG G-OPD

Subiject: Joint Publication JP 3-54, "Joint Doctrine for Operations Security," Program Directive
Preliminary Coordination

1. The attached Program Directive message is forwarded for:
¥ Preliminary Coordination

[T Final Coordination

[ Information

2. Request a response by 31 July 2000. Respond to CDR Sally deGozzaldi, J-7, JIDETD, 1A688,
703-693-2882, DSN 223-2882, EMAIL: gdegozzs@js.pentagon.mil] Comments should be in line-
in/line-out format and characterized as Critical, Major, Substantive, or Administrative IAW JP 1-01,
"Joint Publication System."

//signed//

BRUCE F. RUSSELL

CAPT, USN

Chief, Joint Doctrine, Education and Training Division


mailto:degozzs@js.pentagon.mil
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JOINT STAFF WASHINGTON DC//J7//
AIG 7029

UNCLAS

MSGID/GENADMIN/JOINT STAFF//

SUBJ/PROGRAM DIRECTIVE FOR JP 3-54, "JOINT DOCTRINE FOR OPERATIONS
SECURITY"//

REF/A/DOC/JIWFC/23 JUL 99//

AMPN/REF A 1S THE FINAL ASSESSMENT REPORT ON JP 3-54, "JOINT DOCTRINE
FOR OPERATIONS SECURITY."//

POC/SALLY DEGOZZALDI1/CDR/J-7/JDETD/JOINT STAFF/DSN: 223-2882/(703)
693-2882/EMAIL: DEGOZZS@JS.PENTAGON.MIL//

RMKS/THE PURPOSE OF THIS MESSAGE 1S TO ASSIGN THE JOINT STAFF J-3 AS
LEAD AGENT, JOINT STAFF DOCTRINE SPONSOR AND TECHNICAL REVIEW
AUTHORITY FOR THE EARLY REVISION OF JOINT PUBLICATION 3-54, “JOINT
DOCTRINE FOR OPERATIONS SECURITY™.

2. BACKGROUND. PER REF A, USJFCOM JOINT WARFIGHTING CENTER
RECOMMENDED, WITH JOINT STAFF SUBJECT MATTER EXPERT INPUT, THAT JP 3-
54 BE REVISED EARLIER THAN ITS NORMAL REVISION CYCLE. JUSTIFICATION
FOR RECOMMENDED EARLY REVISION 1S: 1) INFORMATION AND GUIDANCE ON

J1/32/33/34/35/36/37/38/

SALLY DEGOZZALDI, CDR, USN

H. P. OSMAN, MAJ GEN, USMC
JS1SC ALTERNATE MESSAGEFORM
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OPSEC IN REGARDS TO DEPARTMENT OF DEFENSE (DOD) - SPONSORED INTERNET
WEBSITES AND E-MAIL MUST BE ADDED TO JP 3-54. 2) COMMAND AND CONTROL
WARFARE (C2W) INFORMATION AND ITS RELATIONSHIP TO OPSEC MUST BE
UPDATED.
3. SCOPE. THE JOINT DOCTRINE IN THIS PUBLICATION WILL NOT
CHANGE. THE SCOPE WILL BE EXPANDED TO INCLUDE OPSEC CONSIDERATIONS
AS THEY APPLY TO COMPUTER USAGE.
4.  CHAPTER OUTLINE:
A. CHAPTER 1 - GENERAL

(1) POLICY

(2) DEFINITION

(3) CHARACTERISTICS OF OPSEC

(4) OPSEC SURVEY

(5) FUNDAMENTALS OF COMMAND AND CONTROL WELFARE (C2W)

(6) OPSEC AND COMMAND AND CONTROL WARFARE
B. CHAPTER 2 - OPSEC PLANNING

(1) GENERAL

(2) OPSEC PLANNING FACTORS

(3) OPSEC PLANNING AND THE JOINT OPERATIONS PLANNING PROCESSES
C. CHAPTER 3 - THE OPSEC PROCESS

(1) GENERAL

H. P. OSMAN, MAJ GEN, USMC JSISC ALTERNATE MESSAGEFORM
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(2) THE OPSEC PROCESS
D. CHAPTER 4 - OPSEC IN THE INFORMATION AGE

(1) BACKGROUND

(2) SENSITIVE BUT UNCLASSIFIED INFORMATION

(3) WEB SITE OPSEC CONSIDERATIONS

(4) DATA MINING

(5) INFORMATION AGGREGATION

(6) EXAMPLES OF POOR OPSEC COMPUTER USE PRACTICES
E. APPENDICES/ANNEXES PER CURRENT JP 3-54
5. TARGET AUDIENCE. NO CHANGE FROM CURRENT JP 3-54
6. REFERENCES. THE LEAD AGENT SHOULD CONSIDER ALL APPROPRIATE
JOINT, COMBINED, MULTINATIONAL, INTERAGENCY, AND SERVICE DOCUMENTS
DURING THE REVISION OF THIS PUBLICATION. AS A MINIMUM ALL APPLICABLE
JOINT PUBLICATIONS AND THE FOLLOWING REFERENCES SHOULD BE CONSIDERED
AND / OR REVIEWED:

A. DOD DIRECTIVE 5205.2, 29 NOV 1999, “DOD OPERATIONS SECURITY
PROGRAM”

B. DOD DIRECTIVE 5200.1-R, 17 JAN 1997 “INFORMATION SECURITY
PROGRAM”

C. CJCSI1 3210.01, 6 NOVEMBER 1998, “JOINT INFORMATION OPERATIONS
POLICY”

H. P. OSMAN, MAJ GEN, USMC JSI1SC ALTERNATE MESSAGEFORM
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D. CJCSI 3210.03, 10 JAN 2000, “JOINT ELECTRONIC WARFARE POLICY”
E. CJCSI1 3211.01B, 2 JANUARY 1998, “JOINT POLICY FOR MILITARY
DECEPTION”

F. CJCS1 3213.01A, 2 JANUARY 1998, “JOINT OPERATIONS SECURITY”
7. MILESTONES

FIRST DRAFT: MAR 01

PRELIMINARY COORDINATION: SEP 01

FINAL COORDINATION: FEB 02
APPROVAL: AUG 02
8. COORDINATION. THE LEAD AGENT 1S DIRECTED TO COORDINATE WITH
AND AUTHORIZED TO CONDUCT DIRECT LIAISON WITH THE COMBATANT COMMANDS,
SERVICES, OTHER STAFF DIRECTORATES AND JOINT AGENCIES AS REQUIRED.

9. TERMINOLOGY. JP 1-02 WILL BE USED TO THE MAXIMUM EXTENT
POSSIBLE. NEW OR MODIFIED TERMS SHOULD BE USED ONLY WHEN ESSENTIAL TO
THE DEVELOPMENT AND UNDERSTANDING OF THE PROPOSED PUBLICATION.

10. POINTS OF CONTACT (POC): THE LEAD AGENT POC IS:

MAJ VINCENT R. GORDON, 703-697-2608 (DSN 227-2608), EMAIL:
GORDONVR@JS . PENTAGON .MIL

//
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